ABSTRACT. In this paper algebraic cryptanalysis of block cipher Present based on the method of syllogisms is presented. Different guessing strategies of the method of syllogisms were used and significantly different complexities of attack were reached.
Introduction
Cipher Present was first introduced on CHES '07 [3] and it belongs to the group of ciphers that were created for the need of lightweight cryptography. It is a relatively young scientific discipline that incorporates electrical engineering, cryptology, mathematics and informatics and focuses on new designs, adaptions or efficient implementations of cryptographic primitives and protocols. Lightweight cryptography is applied in limited devices with limited computation and communication resources, typically RFID tags and sensored networks. The applications of such systems are quite numerous: automated management of the supply chain, ticketing, telephone cards, micro-payments, access control, automatic tolls, public transportations, prevention of counterfeiting, pets tracking, airline luggage tracking, library management, etc., [4] . The word lightweight should not be associated with low security, but security of these ciphers should be studied.
In this paper, the algebraic cryptanalysis, as one aspect of the security of cipher Present was studied. It consists of two steps. In the first step the cipher has to be converted to the system of equations. In the second step, the equation system is solved and the secret key is obtained [2] . The second step can be performed by different methods; algorithms based on Groebner bases, SAT-solvers or algorithms based on local reduction can be used. Based on the solving technique, the representation of the system of equations is chosen. Further we focus on the algorithms based on local reduction, in the concrete on the method of syllogisms. Cipher has to be converted to the system of polynomial equations, usually over GF (2) and then written in symbol representation.
The paper is organized as follows. In Section 2 the structure of the Present cipher and known cryptanalysis are described. In Section 3 the method of syllogisms is presented together with guessing strategies. In Section 4, goal of the experiments and experimental results are provided and paper is concluded in Section 5.
The Present cipher

Structure of the cipher
In this section Present cipher is described. It was first presented on CHES '07 (Workshop on Cryptographic Hardware and Embedded Systems) by the authors B o g d a n o v, K n u d s e n, L e a n d e r, P a a r, P o s c h m a n n, R o b s h a w, S e u r i n and V i k k e l s o e . It is SP-network that consists of 31 rounds. Block size is 64 bits and key sizes are 80 or 128 bits [3] .
Round transformations
Every round consists of XOR operation, where to a current state, round key K i , 1 ≤ i ≤ 32 is added. In non-linear layer, 4-bit to 4-bit S-box is applied 16 times in parallel in each round. Linear layer consists of linear bitwise permutation. The cipher is described in pseudo-code in Algorithm 1. [3] pLayer. Permutation layer of Present cipher is given in Figure 2 . Bit i is moved to bit position P (i). 
Algorithm 1 Algorithmic description of Present
The key schedule
Present cipher can take both 80 and 128 bit keys. In this paper only 80 bit key is examined.
bit key.
We denote the key entered by user as k 79 k 78 . . . k 0 , that is stored in register K and is updated every round. At round i, 64-bit round key
After extracting the round key K i , the key register K = k 79 k 78 . . . k 0 is updated as follows:
Existing cryptanalysis
Since the cipher was designed, there have been done several security evaluations of the cipher. The designers of Present [3] presented some security margins for differential, linear and algebraic cryptanalysis. They have written that any differential characteristic over 25 rounds must have at least 5 × 10 = 50 active S-boxes. The maximum differential probability of a Present S-box is 2 −2 and so the probability of a single 25-round differential characteristic is bounded by 2 −100 . For linear cryptanalysis they presented that the maximum bias of a 28--round linear approximation is bounded by 2 −43 . So the linear cryptanalysis of the cipher would require of the order of 2 84 known plaintexts/ciphertexts. For algebraic cryptanalysis designers started from the fact that the Present S-box can be described by 21 quadratic equations in the eight input/output-bit variables over GF (2) . The entire cipher can be described by n × 21 = 11067 quadratic equations in n × 8 = 4216 variables, where n is the number of S-boxes in the encryption algorithm and the key schedule. The designers of Present ran simulations on small-scale versions using F 4 algorithm in Magma. They were not able to get a solution in a reasonable time for a two-round version of the reduced cipher (seven S-boxes, block size of 28 bits).
In 2009 in [8] was discovered that 32 percent of Present keys (80-bit key size) are weak for linear cryptanalysis and the linear deviation can be much larger than the linear characteristic value by the multi-path effect. Also a 28-round path with a linear deviation of 2 −39.3 for the weak keys was discovered, which is larger than 2 −43 given by the designers with single-path evaluation. The linear attack was proposed for 24-rounds, where 2 63.5 known texts are needed.
The same year, the linear hull and algebraic cryptanalysis, was studied by [7] . Authors proposed a linear attack for 25 rounds of Present (128-bit key size) with the whole code book, 2
96.68 25-round encryptions, 2 40 blocks of memory and 0.61 success rate. An algebraic attack for 5 rounds of Present (80-bit key size) was also introduced, where half of the user key bits were recovered in less than 3 minutes.
In 2010 in [6] attack on 25-round Present was proposed that can recover the 80-bit secret key with 2 62.4 data complexity. They also show that the 26-round version of Present can be attacked faster than key exhaustive search with the 2 64 data complexity by an advanced key search technique.
The method of syllogisms
The system of equations
where l is a natural number. The system of Boolean equations
is considered, where f i depend only on variables from the set X i . We say that system (1) is l-sparse. The main goal is to find a solution to (1) . In order to use the method of syllogisms, the system of equations has to be rewritten to symbol representation. Let S be the set of solutions of a system of Boolean equations F (x) = 0, i.e., S = {x ∈ GF (2) n ; F (x) = 0}. We usually suppose that F is defined in such a way, that there is exactly one solution to the system, |S| = 1. Let S i be the set of solutions of ith equation of the system, i.e., S i = x ∈ GF (2) n ; f i (x) = 0 . If f i depends only on a small set of variables, we can represent S i more effectivelly by storing only the values of variables on which f i depends. We can store them as vectors of length |X i |, indexed by variables in X i in the chosen order and call these vectors partial solutions. We will denote a set of such vectors V i . We will call (X i , V i ) a symbol representation of the equation f i (x) = 0, and the set V = (X i , V i ); i = 1, . . . , m a symbol representation of the system as defined in [13] and introduced in [9] .
Description of the method of syllogisms
The method of syllogisms was proposed by [14] and adapted for algebraic cryptanalysis purposes by [10] , [11] , [12] . It is one of the local reduction methods. This section is written based on [10] , [11] , [12] .
Syllogisms are logical arguments that are based on transitive relation of logical implication. Let x i , x j , x k be variables, then syllogism consists of two premises
The basic part of the method of syllogisms is to collect all possible 2-clauses from each equation in the system and to check partial solutions against these 2-clauses. Syllogisms are used to derive new 2-clauses from existing 2-clauses and to remove false partial solutions using newly derived 2-clauses.
Set of all 2-clauses is represented by a directed graph, specifically implication graph. Vertices correspond to unit clauses {x 1 , . . . , x n , ¬x 1 , . . . , ¬x n } and the arcs represent implications of unit clauses, for example arc (¬x 1 , x 2 ) corresponds to implication ¬x 1 =⇒ x 2 . 2-clause is represented by two arcs, e.g., x 1 ∨ x 2 corresponds to (¬x 1 , x 2 ) and (¬x 2 , x 1 ). Loops (x i , x i ) can be ignored, as they correspond to tautologies x i ∨ ¬x i ). Arc (¬x i , x i ) means that x i = 1 and arc (x i , ¬x i ) means that x i = 0. If both arcs are present, the conflict is detected and the equation system does not have a solution. Given a set of clauses P, the maximum information which can be learned is contained in the transitive closure of the corresponding implication graph. The corresponding set of clauses is denoted by Cl(P ). The method of syllogisms proceeds as follows [11] :
(1) LET P ← ∅ be a set of clauses. LET c ← ∅. Algorithm provided can have more solutions: no solution, when a conflict is detected, a solution of the system or a reduced system (with some redundant partial solutions). The maximum cardinality of P is finite (4n 2 ), so the algorithm is always stop [11] .
If algorithm provides a reduced system with some redundant partial solutions and does not provide a solution, process can be continued with the introduction of guesses [1] . Guessing is used to estimate a value of some variable, e.g., x 1 = 0. If the guess is correct, reduced version is reached, if not, a conflict is detected. In the second case, backtracking of the algorithm has to be used and different guess has to be made. If g is the number of variables guessed until a solution/conflict is found, then the complexity of the process is 2 g .
Guessing strategies
In the experiments, four guessing strategies are used that were proposed in [13] :
rand : This strategy is based on random selection, it is uninformed strategy.
Every symbol can be chosen with the same probability. This strategy can be used to provide an estimate for the least sophisticated attack possible. guess: Let l i = |X i | and k i = |V i |. Then guess strategy chooses randomly the symbol from the set of all symbols with maximal 2 l i /k i . Based on the fact, that this strategy chooses symbols based on the local characteristics, it is a locally informed strategy. impact: This strategy chooses the symbol with variables that influence the highest number of equations in the system. Impact is a globally informed strategy. impact2 : Strategy is very similar to impact, but in addition to observation of influence of the highest number of equations it also observes the number of solutions of compared symbols. It is also globally informed strategy.
Random and correct guessing
The values of the variables can be guessed by two strategies, introduced by [13] and [12] :
• random guessing -guess of the value of the variable x i is made randomly,
• correct guessing -if the solution of the system is known, experiment can be made and guess of the value of variable x i can be provided by oracle, so the correct value is substituted to the variable.
Used software
For the carrying out of the experiments, this software was used:
(1) Generator of equations for Present: generator of equations for Present cipher, that generates equations for cipher and key schedule based on the number of rounds ( c Lucia Lacko-Bartošová 1 ).
1 lucialbartosova@gmail.com (2) Sylog: software that uses the combination of local reduction based on the method of syllogisms with algorithm used for guessing a part of the state of the cipher ( c Pavol Zajac 2 ).
Experimental results
In this section, the results of our experiments with the Present cipher with 80 key bits are provided.
Goal of the experiments
Our goal was to compute experimental approximations of attack complexity on reduced-round and full round Present and to compare random and correct guessing for different guessing strategies and to choose the best one for the attack. As mentioned earlier, Present cipher has key length 80-bits and block length 64-bit. Therefore two versions of Present are examined, 80 key bit and 64 key bit, where 16 bits are known.
Results of the experiments
For the representation of the results, box plot is used. The ends of the whiskers represent the minimum and maximum, the upper edge of the box indicates the 75th percentile and the lower edge indicates the 25th percentile.
Rand strategy
On Figure 4 the complexity estimation depending on the number of rounds is depicted. Random guessing and correct guessing are compared together with the information about 16 key bits. Results show that when random guessing is applied, lower amount of information is necessary to evaluate if the guessed values are correct or not. That means, that if the values we guess are not correct, we reach conflict after guessing less information that in the case where we guess correct values. Next, if we give information about 16 key bits to the system, the complexity will be lower. Resistance against presented method of algebraic cryptanalysis is obtained in average after the 6th round and the complexity is growing linearly. Figure 4 . Rand strategy.
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Guess strategy
On Figure 5 complexity estimation depending on the number of rounds is depicted. Random guessing and correct guessing are compared together with the information about 16 key bits. Results of the guess strategy are comparable to rand strategy and show that when random guessing is applied, lower amount of information is necessary to evaluate if the guessed values are correct or not. Comparable to rand strategy, if we give information about 16 key bits to the system, the complexity will be lower. Resistance against presented method of algebraic cryptanalysis is obtained in average after the 10th round.
Impact strategy
The complexity estimation of the impact strategy depending on the number of rounds is depicted on Figure 6 . Random guessing, correct guessing and the information about 16 key bits is compared. Results show that when random guessing is applied, compared to rand and guess strategies, approximately the same amount of information is necessary to evaluate if the guessed values are correct or not. Figure 6 also shows that if we give information about 16 key bits to the system, the complexity will be 16 bits lower. Resistance against presented method of algebraic cryptanalysis is obtained in average after the 10th round. Complexity reaches the boundary of 80 bits, if we do not provide the values of 16 key bits, and the boundary of 64 bits, if we do provide the values of 16 key bits. That is exactly the key size. 
Impact2 strategy
The complexity estimation of the impact2 strategy depending on the number of rounds is depicted on Figure 7 . Random guessing, correct guessing and the information about 16 key bits is compared. Results are comparable to impact strategy and show that when random guessing is applied, approximately the same amount of information is necessary to evaluate if the guessed values are correct or not. That means, if the values we guess are not correct, we reach conflict after guessing the same amount of information as in the case, where we guess correct values. Figure 7 also shows that if we give information about 16 key bits to the system, the complexity will be 16 bits lower. Resistance against presented method of algebraic cryptanalysis is obtained in average after the 10th round. Complexity reaches the boundary of 80 bits, if we do not provide the values of 16 key bits, and the boundary of 64 bits, if we do provide the values of 16 key bits. 
Conclusion
Four different guessing strategies of the method of syllogisms were used to evaluate the security of Present cipher. Rand strategy gave the worst complexity of an attack, then followed the guess strategy and the best were impact and impact2. For the rand and guess strategy, when random guessing is applied, lower amount of information is necessary to evaluate if the guessed values are correct or not. In comparison, for impact and impact2 strategy, if the values we guess are not correct, we reach conflict after guessing the same amount of information as in the case where we guess correct values. For all strategies, if we give information about 16 key bits to the system, the complexity will be lower (for impact and impact2 strategy, 16 bits lower). Resistance against presented method of algebraic cryptanalysis is obtained in average after the 6th round for rand strategy, after the 10th round for guess, impact and impact2 strategy. When compared to an attack conducted by [7] , where 5 rounds were attacked by algebraic cryptanalysis, we can conclude that an attack was successfull for number of rounds, where a cipher has not yet developed a resistance against these types of an attack. Security of the Present cipher can be further studied also in terms of randomness of its output, e.g., using a new matrix test [5] .
